ReaderTT.config = {"pagecount":60,"title":"IT Security","author":"Audun Jøsang","subject":"","keywords":"","creator":"Acrobat PDFMaker 10.1 for PowerPoint","producer":"Adobe PDF Library 10.0","creationdate":"D:20160204104916+01'00'","moddate":"D:20160204104939+01'00'","trapped":"","fileName":"document.pdf","bounds":[[1100,825],[1100,825],[1100,825],[1100,825],[1100,825],[1100,825],[1100,825],[1100,825],[1100,825],[1100,825],[1100,825],[1100,825],[1100,825],[1100,825],[1100,825],[1100,825],[1100,825],[1100,825],[1100,825],[1100,825],[1100,825],[1100,825],[1100,825],[1100,825],[1100,825],[1100,825],[1100,825],[1100,825],[1100,825],[1100,825],[1100,825],[1100,825],[1100,825],[1100,825],[1100,825],[1100,825],[1100,825],[1100,825],[1100,825],[1100,825],[1100,825],[1100,825],[1100,825],[1100,825],[1100,825],[1100,825],[1100,825],[1100,825],[1100,825],[1100,825],[1100,825],[1100,825],[1100,825],[1100,825],[1100,825],[1100,825],[1100,825],[1100,825],[1100,825],[1100,825]],"bookmarks":[{"title":"INF3510 Information SecurityLecture 02: - Information Security Management- Human Factors for Information Security","page":1,"zoom":"Fit"},{"title":"IT Security Management concepts","page":2,"zoom":"Fit"},{"title":"Defining Information Security Governance","page":3,"zoom":"Fit"},{"title":"COBITControl Objectives for Information and Related Technology","page":4,"zoom":"Fit"},{"title":"Goals of information security governanceas defined in COBIT by ISACA","page":5,"zoom":"Fit"},{"title":"ISACA - Mål for ledelse av it-sikkerhet","page":6,"zoom":"Fit"},{"title":"What is information security management?","page":7,"zoom":"Fit"},{"title":"Who is responsible for ISM?","page":8,"zoom":"Fit"},{"title":"Compliance: Following laws and regulation","page":9,"zoom":"Fit"},{"title":"IS Management Standards","page":10,"zoom":"Fit"},{"title":"NIST: http://csrc.nist.gov/Computer Security Resource Center","page":11,"zoom":"Fit"},{"title":"20 CSC: Critical Security Controls","page":12,"zoom":"Fit"},{"title":"Slide Number 13","page":13,"zoom":"Fit"},{"title":"Slide Number 14","page":14,"zoom":"Fit"},{"title":"ISO/IEC 27002\u2013 What is it?Code of practice for information security management","page":15,"zoom":"Fit"},{"title":"ISO/IEC 27002 Code of Practice for ISM,History","page":16,"zoom":"Fit"},{"title":"The 14 Control Objectives of ISO/IEC 27002:2013 ","page":17,"zoom":"Fit"},{"title":"ISO/IEC 27001:2013-  What is it? ","page":18,"zoom":"Fit"},{"title":"ISO/IEC 27001- ISMSHistory","page":19,"zoom":"Fit"},{"title":"IS Management System Cycle","page":20,"zoom":"Fit"},{"title":"Styringshjul for sikkerhet (NSM)","page":21,"zoom":"Fit"},{"title":"Evaluation of the ISMS throughSecurity Measurements","page":22,"zoom":"Fit"},{"title":"Why do we care: Example","page":23,"zoom":"Fit"},{"title":"What is a security measurement ?","page":24,"zoom":"Fit"},{"title":"Data types","page":25,"zoom":"Fit"},{"title":"IS Measurement Model (ISO 27004)","page":26,"zoom":"Fit"},{"title":"Measurement \u2013 ISMS integration","page":27,"zoom":"Fit"},{"title":"COBIT Assessment of ISMSProcess Capability Level","page":28,"zoom":"Fit"},{"title":"COBIT 5 - Process Capability Levels based onProcess Attribute Rating Scale","page":29,"zoom":"Fit"},{"title":"PCL  1 - 3 ","page":30,"zoom":"Fit"},{"title":"PCL 4 - 5 ","page":31,"zoom":"Fit"},{"title":"The human factor in information security","page":32,"zoom":"Fit"},{"title":"Personnel IntegrityPreventing employees from becoming attackers","page":33,"zoom":"Fit"},{"title":"Personnel crime statistics","page":34,"zoom":"Fit"},{"title":"Strengthening employee integrity","page":35,"zoom":"Fit"},{"title":"Personnel Departure","page":36,"zoom":"Fit"},{"title":"Social engineering attacks","page":37,"zoom":"Fit"},{"title":"Social Engineering Attacks","page":38,"zoom":"Fit"},{"title":"SE Tactics: Develop Trust","page":39,"zoom":"Fit"},{"title":"SE Tactics: Induce strong affect","page":40,"zoom":"Fit"},{"title":"SE Tactics: Information overload","page":41,"zoom":"Fit"},{"title":"SE Tactics: Reciprocation","page":42,"zoom":"Fit"},{"title":"SE Tactics:Diffusion of responsibility and moral duty ","page":43,"zoom":"Fit"},{"title":"SE Tactics: Authority","page":44,"zoom":"Fit"},{"title":"SE Tactics: Commitment creep","page":45,"zoom":"Fit"},{"title":"Multi-Level Defence againstSocial Engineering Attacks","page":46,"zoom":"Fit"},{"title":"SE Defence: Foundation","page":47,"zoom":"Fit"},{"title":"SE Defence: Awareness","page":48,"zoom":"Fit"},{"title":"SE Defence: Fortress","page":49,"zoom":"Fit"},{"title":"SE Defence: Persistence","page":50,"zoom":"Fit"},{"title":"SE Defence: Gotcha","page":51,"zoom":"Fit"},{"title":"SE Defence: Offensive","page":52,"zoom":"Fit"},{"title":"Security awareness training","page":53,"zoom":"Fit"},{"title":"Security Usability","page":54,"zoom":"Fit"},{"title":"Kerckhoffs  - 1883The father of security usability","page":55,"zoom":"Fit"},{"title":"Security Learning","page":56,"zoom":"Fit"},{"title":"Stages of security learningRevealing a deeper problem","page":57,"zoom":"Fit"},{"title":"Security/Usability trade-off","page":58,"zoom":"Fit"},{"title":"Remarks on security usability","page":59,"zoom":"Fit"},{"title":"End of Lecture","page":60,"zoom":"Fit"}],"thumbnailType":"jpg","pageType":"html","pageLabels":[]};
